Zakladni skola, Kroméfiz, Komenského namésti 440, prispévkova organizace

Pravidla informacni bezpecnosti

Regulations for information security
Clanek 1.
Article 1.
Zakladni povinnosti a opravnéni

Basic obligations and authorization

1. The student is authorised to use computer technology, network, and programmes within the
range of his user authority and access rights. He is obliged to respect the instructions of the
teacher or other personnel.

2. Z3akdm je zakdzano: Students are forbidden to:

a)

c)

Zamérné svou Cinnosti poskozovat vypocetni techniku, programové vybaveni nebo jind
data. Direct their activity towards the damage of computer technology, programming,
or other data.

Pouzivat vypocetni techniku, programové vybaveni nebo jind data protiprdvnim
zpUsobem nebo k protipravni ¢innosti. To use computer technology, programming or
other data in an illegal manner or for illegal activities.

Pouzivat vypocetni techniku, programové vybaveni nebo jina data k ¢innostem
namifenym proti Skole ¢i proti jakémukoliv jinému subjektu, jehoZ pocitacové
prostfedky jsou dostupné prostiednictvim lokalni sité nebo prostfednictvim sité
internet. To use the computer technology, programming or other data in activities
against the school, or against any other subject, whose computer environment are
accesible by means of the local network or through the internet.

Umoznit pfistup k vypocetni technice, programovému vybaveni nebo datlim osobam,
které nejsou opravnénymi uzivateli. To facilitate access to computer technology,
programming or other data, to any unauthorised person or entity.

Pouzivat elektronické informace a data, k nimZ nemaji opravnény pfistup. To use
electronic information or data for which they do not have authorised access.

Kopirovat neautorizované a neopravnéné programové vybaveni nebo jejich ¢asti. To
copy, in whole or in part, any unauthorised or unapproved programmes.

Modifikovat (ménit) neautorizované a neopravnéné programové vybaveni, data nebo
pfipojeni soucasti sité. To modify (alter) unauthorised or unapproved programmes,
data, or network connections.

Odposlouchavat neopravnéné provoz (komunikaci) v siti a vytvaret kopie elektronickych
informaci ¢i dat prochazejicich jednotlivymi uzly sité, pripadné prendsené bezdratovymi
spoji. Listen to unauthorised traffic (communications) on the network or create copies
of electronic information or data forthcoming from individual tied networks, for
example wireless connections

Sdélovat vlastni pfihlasovaci udaje jinym osobam. To share personal login data of other
persons.
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Article 1l
Pouzivani vypocetni techniky
Use of the computer technology

74k je opravnén uzivat pouze vypocetni techniku, kterd mu byla fadné predana, nebo se
jedna o sdilené zafizeni (napf. vypocetni technika v u¢ebné, sdilena tiskarna). The student is
permitted to use only that computer technology which has been specifically allocated, or is
part of the shared equipment (i.e. computer technology in a classroom, or a shared printer).
Vypocetni techniku je Zak opravnén uzivat pouze k ¢innostem souvisejicim s jeho
vzdélavanim. The student is permitted to use the computer technology only for activities in
connection with their education.

Pokud jde o technickou manipulaci s vypocetni technikou, nejsou Zaci oprdvnéni ani

k béZnym uzivatelskym Cinnostem, jako napf. vyména toneru, cartridge, doplnéni papiru

v tiskdrné, p¥ipojeni k elektrické siti a odpojeni od elektrické sité. Zakam je zakazano
rozpojovat nebo prerusovat pocitacovou sit, pfipojovat poprvé k siti nové PC nebo jina
technickd zafizeni. Manipulace s vypocetni technikou, které nesmi provadét zak, zabezpecluje
zaméstnanec Skoly. In terms of technical manipulation of computer equipment, students are
not authorised even during a current user activity to, for instance, change a toner, refill a
printer with paper, connect to the electrical outlets, or disconnect from the electric grid.
Students are forbidden to share or interrupt the computer network, or to connect a new PC
or other equipment to it

Zavadu ve funkcnosti vypocetni techniky je uZivatel povinen neprodlené ozndmit uciteli nebo
jinému zaméstnanci Skoly. Users are obliged to report defects in the function of computer
technology to a teacher or other member of staff without delay.

Zak je povinen uZivat vypocletni techniku a prostfedky sité (diskovy prostor, vykon procesoru,
kapacitu pfenosovych linek ap.) s ohledem na celkové zatiZeni systému. Zak je povinen
neprodlené uposlechnout pokynu ucitele na snizeni uzivatelem generované zatéze
systému.The student is obliged to use computer technology and associated network (risk
space, processing power, connection capacity etc.) with an overview of the full system load.
The student is obliged to obey the instructions of the teacher without delay to reduce user-
generated system load

Z4ak nesmi provadét zmény konfigurace PC, jinych zatizeni nebo zasahy do systému, které by
mohly vést k jeho zhrouceni, poruse nebo nezadoucimu chovani. The student must not
undertake any changes to the configuration of the PC, other equipment, or interventions to
the systém that could bring about their collapse, interruption, or undesirable behaviour.

74k nesmi provést zménu konfigurace PC tak, aby se PC v siti identifikoval pod jinym jménem,
nez jaké mu bylo administratorem pfidéleno. The student must not undertake any changes
to the configuration of the PC that would cause the PC to be identified under any name other
that that designated by the administrator.

Praci s PC, které je pfipojeno do sité, zahajuje Zak ptihlasenim, ¢imzZ jsou mu zpfistupnény
prostredky a sluzby dané jeho uzivatelskym oprdvnénim a pfistupovymi pravy. Work with
PC’s which are connected to the network, initiates the student's agreement, thereby
granting the means, services, access rights, and user authority available to him.



Clanek Il
Article lll
Pouzivani programového vybaveni
Using programming equipment

Programy je zak oprdvnén uzivat pouze k ¢innostem souvisejicim s jeho vzdélavanim a pouze
v souladu s licen¢nimi podminkami. The student is permitted to use programmes only insofar
as these activities pertain to his education, and only within the constraints of licencing
conditions.

Z4ak(im je zakazéno instalovat jakékoliv programy: zékaz se nevztahuje na instalace na zékladé
automatické aktualizace nabizené operacnim systémem a opravnéné uzivanymi programy.
The student is forbidden to install any programme: This restriction does not include
automatic updates offered by the operating system and authorised by the programmes used.
Zavadu ve funkcnosti programu, kterou neni schopen a opravnén resit sdm z4ak, je povinen
neprodlené ozndmit uciteli. Defects in the function of programmes that the student is not
able or permitted to solve himself must be reported to the teacher without delay.

Clanek IV.
Article IV.
Informacni a datova bezpecnost
Information and data security

Zakam je zakadzano bez védomi administratora zasahovat do konfigurace antivirového
programu. Je zakdzano aktivné vytvaret nebo Sifit Skodlivé programy a znemozZiovat funkci
ochrannych programu. Students are forbidden to configure antivirus programmes without
the supervision of the administrator.

Obdrzi-li Zak (na prenosném médiu, elektronickou postou ¢i jinym zplsobem) jakoukoliv e-
mailovou zprdvu s pfiloZzenym souborem nebo jakykoliv soubor, uZivatel je povinen pred
otevienim nebo spusténim ovéfit, zda se nejedna o spustitelny soubor, i jiny spustitelny
skript. V pfipadé, Ze ano, je zakdzdno soubor spoustét ¢i ukladat na disk. If the student
receives (by portable media, electronic post, or other means) any form of email with an
attachment or other file, the user is obliged to verify if it is an executable file or script. If it is,
then it is forbidden to open or run the file or to save the file to disk

Ma-li Zak podezieni na napadeni PC virem, neprodlené informuje ucitele a ddle se fidi jeho
pokyny. If the student suspects that the PC is infected with a virus, he must inform the
teacher without delay and follow his instructions.

74k je opravnén vyuzivat pouze ta pristupovd prava, kterd mu byla fddné pridélena. Pokud
zak jakymkoliv zplsobem ziska pristupova prava, kterd mu nebyla radné pridélena (napf.
chybou program(i nebo technického vybaveni), je povinen tuto skute¢nost neprodlené
oznamit uciteli a takto neopravnéné ziskana pristupova prava nesmi vyuzit. Zak déle nesmi
zneuzit chyby jiného uZivatele (napf. opomenuté odhlaseni) k tomu, aby v siti pracoval pod
cizi identitou nebo aby vyuZil pfistupova prava ndleZejici jinému uZivateli. The student is
authorised to use only those access rights which have been properly sanctioned. If the
student gains unsanctioned access rights by any means (for instance programme error or



equipment malfunction), he is obliged to report this occurrence to the teacher without delay,

and must not use those unapproved access rights. Further, the student must not abuse

errors by other users (for instance if the users forgets to log out) in order to use the network
under a different identity or to use the access rights granted to another user.

5. Je zakdzano: It is forbidden
- Informace, které by mohly vést k naruseni bezpecnosti a ochrany vypocetni techniky,

sité, programU nebo dat, zpfistupnit nebo umoznit jejich zpfistupnéni neopravnénym
osobam anebo tyto informace zverejnit. To grant access or enable access to
unauthorised persons to information which could bring about any breach of security
andd protection of computer technology, network, programmes or data, or to make
such information public.

- Provadét jakékoliv ¢innosti, které vedou nebo mohou vést ke ztraté nebo poskozeni dat,
ktera patfi Skole nebo jiné osobé. To undertake any action that causes, or could cause
any loss or or corruption to data belonging to the school or other persons.

- Ziskdvat data patfici jiné osobé, bez jejiho vysloveného souhlasu. To obtain data
belonging to another pern without their expressed agreement

- Neopravnéné kopirovat nebo zalohovat data, kterd obsahuji osobni Udaje, a tato data
neopravnéné vynaset mimo objekty Skoly nebo je opravnéné predavat jinym subjektim.
To make an unauthorised copy or to store data belonging to another person, and/or to
remove this data from the school premises, or to pass on such data to another person
without authorisation.

- Odstranit informace, oznaceni ¢i zafizeni identifikujici nositele ¢i vykonavatele autorskych
prav na dany program, autora ¢i jinou opravnénou osobu, nebo vytvaret ¢i pozménovat
data s cilem ovlivnit kontrolu opravnénosti pouZiti danych programd. To remove or
delete information, labels, or devices identifying the copyright holder or executor of the
programme, the author, or other authorised person, or to create or rename data with
the aim of influencing control of authorisation of the use of such a programme.

6. PFiopusténi pracovisté je Zak povinen zabezpecit pfed zneuZitim PC a data, ktera jsou jeho
prostfednictvim pfistupna. Za dostacujici zplisob zabezpeceni se povaZzuje uzamknuti
uzivatelského uctu, odhlaseni nebo vypnuti PC. Upon leaving the workplace, the student is
obliged to secure the PC, and data to which he has access, against misuse.

7. Skola si vyhrazuje pravo zaznamendvat a po dobu $esti mésicli uchovavat informace
(metadata) o spojenich uskute¢nénych pomoci sité skoly, a to primarné z divodu
dohledavani a dokazovani pripadnych incidentd. The school reserves the right to record, and
for a period of six months to store, information (metadata) about connections realised with
the aid of the school network, primarily for the purpose of investigation and proof in case of
incidents.

Clanek V1.
Article VI.
Uzivani pfistupu k siti internet
The use of internet access

1. Kazdému zakovi je zpfistupnéna, po autentizaci, prostfednictvim uZivatelského PC
internetova sit. Every student has access, after authentication, by means of user PC'S to the
internet.



Reditel $koly si vyhrazuje pravo zakdzat nebo zablokovat pfistup k nékterym webovym
strankam s obsahem, ktery neni nezbytny pro vzdélavani nebo je nevhodny. The headmaster
of the school reserves the right to forbid or block access to any web pages with content that
is unsuitable, or is not required for educational purposes.

Administrator ma pravo regulovat dostupnost sité internet jednotlivym uZivatellim,
upravovat jejich denni kapacitni limity ptijatych a odeslanych dat z a do sité internet. The
administrator has the right to regulate access to the internet network by individual users, to
adjust their daily capacity limits of received and sent data to and from the internet network.

Clanek VII.

Article WII.

e

Pouzivani vlastni vypocetni techniky
Use of personal computer technology

Do skolni sité je zakdazano bez souhlasu administratora pfimo nebo nepfimo pfipojovat
jakdakoliv technicka zatizeni, ktera nejsou ve vlastnictvi Skoly nebo k nimz Skola nema
opravnéni k uzivani. Without prior permission of the administrator, it is forbidden to connect
directly or indirectly and kind of technical equipment which is not the property of the school,
or which the school is not authorised to use.

Pro pfipojeni vlastniho vypocetniho zafizeni k siti internet mize zak vyuzit vyhrazené sité,
ktera je pfistupna po autentizaci a je Sitena zejména pomoci technologie Wi-Fi. For the
connection of personal computer equipment to the internet network, the studentmay use
the reserved network, which is accessible after authentication, and which is distributed by
means of Wi-Fi technology.

Spravce sité zajisti bezpecné oddéleni vyhrazené sité od sité Skolni, tak aby bylo znemoZnéno
pfistupu vlastnich zatizeni k prostfedkdm ve Skolni siti. The site administrators ensure safe
separation of the reserved network from the school network, so that it is not possible to
access the school network by means of personal equipment.

Vypracoval: Mgr. Milan Budin



